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Looking back at ICTS’s 2016 achievements
ICTS strives to assist UCT staff and students to use the latest, most effective
technology efficiently. Our main goal is to add value to
campus and continuously improve the user experience. In
the rollercoaster year of 2016, ICTS achieved these
expectations – despite the major challenges that arose.
ICTS staff worked from home to maintain operations
during the shutdown, providing support and enabling
other UCT staff to continue working remotely. On
campus, student computing labs also remained open where possible to ensure that
students could carry on with their studies. To aid those who couldn’t make it to
campus, ICTS successfully engaged with mobile companies to provide zero rated
access to UCT websites during the relevant period. This meant that students could
access UCT resources via their mobile devices without using up their mobile data.
ICTS also extended its support in 2016, with the insourcing of custodial staff
prompting an expanded walkin service. Along with the existing ICTS Front Office
service, we also offered support from the ICTSonMain Building. This proved
popular with staff and students from Lower, Middle and Medical Campuses. The
remote desktop service was also updated, providing IT Helpdesk consultants with a
quick and easy way to assist customers.
Security was another major focus in 2016, with UCT being the first university to
establish a Cybersecurity and Information Response Team (CSIRT). All reported
security incidents were investigated and handled accordingly in the required
timeframe. Additionally, security was stepped up during the exam period, with
students having to scan their fingerprints on biometric devices before entering exam
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In keeping with the times, ICTS decommissioned a number of old technologies –
including the 20year old GROA web server which hosted a large number of UCT
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These are just some of ICTS’s 2016 highlights. We will share more of these
successes throughout the year, while also keeping you uptodate on new
developments and services.

Training
ICTS kicks off 2017 with brand new website
See the benefits of using
Outlook 2013 as a productivity
and time management tool by
attending the Time
management with calendar
and tasks course (4028). The
course includes how to stay

The ICTS website (www.icts.uct.ac.za) has a fresh new look and feel. It's been
redeveloped to help you find the information that you need in just a few clicks. The
web content has also been simplified and shortened so that you can quickly get the
gist of what a service is about and how
to access it without having to trawl
through too much IT jargon.
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The Help and Support tab lists all the methods you can use to get ICT support.
Alternatively, you can use the green Log a call button as well as the Facebook,
Twitter and email icons to quickly report a problem or ask a question.
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We hope that you’ll enjoy using our new website. If you’d like to give us feedback
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Basics course (3920). During
the course you will explore the
Excel 2013 templates and learn
how to perform calculations,
modify, manage and print a
worksheet and do page layout.

Using the selfservice portal is the quickest way to contact
the IT Helpdesk
Most of you know that you can email or phone the IT Helpdesk, but did you know
that logging selfservice calls via ServiceNow is the fastest way to get support?
Navigate to https://uct.servicenow.com and log on with your UCT credentials.

Upcoming
conferences you
don’t want to miss
eResearch and Cybersecurity
are top priorities at UCT. For
this reason ICTS will be
hosting two conferences on

Select the appropriate option from the range of service categories and complete the
short form that follows. You can also log a call on behalf of a colleague by replacing
your name with theirs. Add detailed information about the issue so that the IT
Helpdesk consultant can investigate solutions before getting back to you.
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to showcase how they are
using IT resources to conduct
their work and the methods
they employ to process their
data. This year's theme is
Data Driving Discovery and
participants will present on
data storage management,

Alternatively, if you prefer trying to solve your own issue then use
ServiceNow’s extensive Knowledge Base by searching for your
issue in the top right corner of ServiceNow.
In most cases, if there's a widespread issue, we will send an email notification to
campus and place a notice on the ICTS homepage. To keep up to date with service
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processing and analysis, data
visualisation and research
data management. Visit
www.eresearch.ac.za for
more information on how to
participate and register.
eResearch Africa 2017 takes
place 0205 May on upper
campus.
UCT will also host the
inaugural Cyber Security
Symposium Africa from 1719
July 2017. With cybersecurity
once again being listed as a
top global risk in 2017, higher
education, government and
research institutions need to
be prepared for the worst.
A range of experts in the
security field will present at
the conference, including Dr

Keep your contact details up to date
When members of the public phone UCT looking for staff members, the UCT
switchboard uses the UCT White Pages to find contact information about staff.
Similarly, the IT Helpdesk also uses this platform together with ServiceNow to find
staff on campus who require onsite support or who need hardware collected or
delivered.
To keep such services running efficiently, it’s essential that this information is up to
date.
UCT staff and postdoctoral fellows can log on to White Pages and update their
work number, mobile number, building name, floor number, room number and
which room visitors should report to (e.g. reception). However, if you want to
update other details – such as your marital status or surname, then you will need to
complete the HR101 form and submit it to your departmental HR advisor. If you
change jobs within UCT, complete the HR102 form.
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Stray USBs may not be as innocent as they seem
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corrupt files, lock data (ransomware), or allow the criminal to take control of the
machine.
Another method cybercriminals use is to reprogram them to act as a human
interface device (HID), e.g., a keyboard that contains malicious code. Once you
plug in the flash drive, the device fools the computer into thinking that it is a
keyboard and it uses fake keystrokes to release a set of commands which will take
over your computer. A virus can also be installed on your computer once you open
a file.
Numerous studies have been conducted to determine how frequently people access
flash drives they find. In one study, 297 USB drives were randomly dropped on an
American university campus. 48% of these were picked up, plugged into a PC and a
file was opened. 68% of those who opened the file said they did it to locate the
owner of the drive, while 18% said their curiosity got the better of them.
So the next time you find an unclaimed flash drive lying about, think twice before
plugging it in to your machine.

University of Cape Town: Information and Communication Technology Services (ICTS) 7 Main Road, Mowbray, Cape Town
8000.

